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CyberBunker - The Last Line of Defense

The Dell Isolated Recovery solution provides a comprehensive and secure environment for
protecting an organization’s critical data. It enables the storage of backups in a physically and
logically isolated environment, inaccessible to unauthorized individuals.

Golden Copy in the Talex Data Center Vault

APPROVED . .
SOIEC 222371 The combination of Dell technology and Talex Data Center

\/ www.sgs.pl infrastructure ensures the highest level of security.

) Both Talex Data Center facilities were the first in Poland to obtain
N\ the European EN 50600:2019 certification in 2018 and the international
ISO/IEC 22237-1:2021 certification in 2022.

APPROVED
EN 50600-1 Talex Data Center facilities received these certifications at the
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highest level in each category, ensuring maximum physical security.

) safe in the Talex Data Center "vault"

Your data is ) isolated from cybercriminals

) easy to restore without paying a ransom

Why is it Worth Isolating Data? 0= 900/0

The number of cyberattacks is constantly increasing, @ of Attacks on Companies
and many of them result in the success of criminals. are Financially Motivated

The Isolated Recovery solution minimizes
the risk of financial loss by protecting against 4 1 o/o
Cyber Extortion and Cyber Extraction attacks %

(Malware and Ransomware). X

of Companies that Paid Ransom
to Hackers Did Not Fully Recover
Their Data
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Dell Isolated Recovery Solution at Talex Data Center

» Additional Backup on an independent
Data Domain device

» Talex Data Center Vault - physically secured,
monitored, isolated

» Implementation Services - installation,
configuration, hardening, testing, recovery,
and verification procedures

> Air Gap - automatic disconnection of LAN/IP
communication between the production -
environment and the isolated enclave
according to a schedule

> Encryption - data encryption on Data Domain

) Retention Lock - preventing modifications
on Data Domain

» Backup Server - spare backup server
» SandBox - test environment
» Full Integration from the design stage

> Cyber Sense - identifying sources of threats
on secured and locked data

Why is the CyberBunker at Talex Data Center So Secure?

Secure @@E' Bunker
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Place Your Organization’s
Data in the CyberBunker
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